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Why do we need Force on Force Exercises?

⚛ Validate a Licensee’s ability to Detect, Delay, Respond to a DBT-level Security Event

⚛ Used to Test & Evaluate the Security Contingency Plan (Tactical Deployment Plan)

⚛ Evaluate the physical protection system to ensure it adequately supports effective response 

⚛ Regulatory Requirement
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Force-on-Force Exercises are COSTLY and TIME CONSUMING
POINT No.1 – Test and Evaluate a Licensee’s Contingency Plan

POINT No.3
Deterrence
Detection
Delay
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Communication
Response
Procedural Compliance
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Phase 1 of Development covers (1) Defining Objectives (2) Selecting Target Set(s) & Red Team Goals

Held with the Regulator to:

Confirm participants, roles, and controller/safety requirements
Set Exercise Control Plan Manual Deadline – Explain what is the ECPM.
Review Tactical Deployment Plan & contingency planning
Define scenario objectives, evaluation points, and target sets
Establish PPS delay times, alarm simulation method, and realistic response strength
Discuss 2-3 potential scenarios, breaching methods, success criteria, and safety considerations

Typically, we see full scale Force-on-Force Exercises take six months of planning, for example starting in January for a June exercise
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The Canadian Performance Testing Program Exercise Sequence from start to finish averages approx. six months with open communication and clear coordination to ensure both the Regulator and Licensee are aligned with the objectives throughout the exercise development process. 
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(3) Build Scenario(s) and Objective(s)

Scenarios are typically based on the State’s Design Basis Threat, helping to ensure that exercises test system performance against realistic threat events
Objectives should reflect the performance of existing security systems against credible threat scenarios using the Design Basis Threat
KEY POINT: Exercises are not “win” or “lose” but rather did the Contingency Plan hold up against the DBT and if not, then what improvements are necessary to close any gaps.
The Pro Force or Blue Team should not have any prior knowledge or information on any aspect of the scenarios
The date of the Exercise is typically withheld until T-six weeks to avoid “leaning” or 
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Scenarios may have to be designed around conventional and radiological safety parameters.
Red Team Adversary capabilities need to be agreed upon by the Regulator and Licensee during initial planning phases and should be within the limits of the States’s DBT
The Regulator may publish an Exercise Manual to clearly identify tasks, responsibilities, timelines, and processes that should be considered for the development, conduct, and evaluation of a security exercise.
This manual may outline equipment, assets, and various methods available to the Red Team based on the States DBT and in cooperation with a Licensee to ensure realism
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What are the implementation rules, including safety ones?

Safety Wardens- 10 to 20+ depending on scenario incl. red herrings
Briefed separately 
No Duff Situations and Communications 

Controller Course: Pro Force & Adversary Controllers
Comprised of 8 Modules spanning two days
Roles & Responsibilities
Safety
Equipment
Rules of Conduct
Communications
Controller Calls
Includes Controller Call Decision Making Scenarios

Shadow Force (Duty Team)
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How do we evaluate results of force-on-force exercises? How do we feedback results into the existing security system?
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