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Force-on-Force Exercises
The “Why”

Why do we need Force on Force Exercises?

# Validate a Licensee’s ability to Detect, Delay, Respond to a DBT-level Security Event
# Used to Test & Evaluate the Security Contingency Plan (Tactical Deployment Plan)

# Evaluate the physical protection system to ensure it adequately supports effective response
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Presenter Notes
Presentation Notes
Force-on-Force Exercises are COSTLY and TIME CONSUMING
POINT No.1 – Test and Evaluate a Licensee’s Contingency Plan

POINT No.3
Deterrence
Detection
Delay
Assessment
Communication
Response
Procedural Compliance
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Force-on-Force Exercises

Guidance and
Governance/Regulation

se.cur,ity exercise _prog;!‘amanﬂ(:iat, by. m;e}z::rsﬂ;.;,p‘?ymc;l IAEA Nuclear Security Series No. 13
and evaluates

{a) the readiness of security personnel; and

(b) the effectiveness of all elements of the contingency iz Secumypﬁlec?mr‘; m:atlt(.ms
plan and the nuclear security system, including the i L Rt

nuclear security measures for the transport of nuclear of Nuclear Maltgl:ial
substances. and Nuclear Facilities

(INFCIRC/225/Revision 5)
Security exercise
29 (1) A licensee must, in cooperation with the off-site
response force, at least once every two years, conduct a
security exercise that tests

I * I Canadian Nuclear ~ Commission canadienne

Safety Commission de s(reté nucléaire
{a) the ability of all elements of the contingency plan
and the nuclear security measures to ensure that an
effective intervention can be made, taking into account V
the design basis threat and any other threat identified

i i { *leEA
in the threat and risk assessment; and Physical Protection of \\

Nuclear Material and Nuclear Facilities
(Implementation of INFCIRC/225/Revision 5) International Atomic Energy Agency

IAEA Nuclear Security Series No. 27-G

{b) the readiness of its security personnel and the off-
site response foree to respond to the design basis threat
and any other threat identified in the threat and risk *’IAEA

aAssessment. ternational Atomic Energy Agency
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Presenter Notes
Presentation Notes
Force-on-Force Exercises are COSTLY and TIME CONSUMING
POINT No.1 – Test and Evaluate a Licensee’s Contingency Plan


Development

1. DEFINE OBJECTIVES

(DBT elements, response
timelines, tactical

behaviours) (¢, 2. SELECT TARGET SET

& ADVERSARY GOALS

Specific examples, ex.

1 & ) JE critical infrastructure, materials,
5. VALIDATE, RED-TEAM, - ) or control rooms, etc.

APPROVE
* Review the scenario
« Conduct adversary simulations

(red-teaming)
« Formal sign-off

3. BUILD SCENARIO
NARRATIVE & INJECTS

* Timeline of events,

-4- ASSIGN START STATES storyboards, simulation
& PLAYER CONDITIONS fikm f—t inputs for teams

* Equipment status, rule-of-
engagement, team positions, and
available assets
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Presenter Notes
Presentation Notes
Phase 1 of Development covers (1) Defining Objectives (2) Selecting Target Set(s) & Red Team Goals

Held with the Regulator to:

Confirm participants, roles, and controller/safety requirements
Set Exercise Control Plan Manual Deadline – Explain what is the ECPM.
Review Tactical Deployment Plan & contingency planning
Define scenario objectives, evaluation points, and target sets
Establish PPS delay times, alarm simulation method, and realistic response strength
Discuss 2-3 potential scenarios, breaching methods, success criteria, and safety considerations

Typically, we see full scale Force-on-Force Exercises take six months of planning, for example starting in January for a June exercise
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Regulator:
Define Objectives,

Issues, Criteria

Regulator/Licensee:
Strategic

Teleconference

PTP EXERCISE SEQUENCE

bl

Licensee:
Detailed
Scenario Design

T@

PHASE | -

Regulator/Licensee:
Joint Concept
_Collaboration_

Concept Validation
Check (YES/NO)

== st
Internal Regulator
Team Briefing

PHASE Il -
Regulator/Licensee:
Scenarios Validated
- Initial walk-throughs

- RED TEAM (Advanced

Adversary) familiarization

- Final adjustments

- Mission plans finalized
(Regulator Led)

-

CHANGE

PHASE 1l

Nuclear Security
Regulator/Licensee:

Exercise rehearsals
Equipment verify
Final scenario
walkdown
Safety reviews
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EXERCISE

(Simulated Dperation)

oy

Tactical-Level
Post-Exercise

CONTROL

" Development: Regulatory Steps

)\

Regulatory/Licensee:

Scenario Approvals
- Formal Sign-off

REQUIRED?
‘Q N ﬁa

2

PHASE IV

Debrief (Huddle)

»| Regulator/Licensee:
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Strategic-Level
Analysis Debrief
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PHASE V
OFFICIAL FINAL
EXERCISE REPORT

Fegolatery & Fechnicai Findingc)

Regulator:
Process Review &
Performance
Improvement
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Presenter Notes
Presentation Notes
The Canadian Performance Testing Program Exercise Sequence from start to finish averages approx. six months with open communication and clear coordination to ensure both the Regulator and Licensee are aligned with the objectives throughout the exercise development process. 
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Presenter Notes
Presentation Notes
(3) Build Scenario(s) and Objective(s)

Scenarios are typically based on the State’s Design Basis Threat, helping to ensure that exercises test system performance against realistic threat events
Objectives should reflect the performance of existing security systems against credible threat scenarios using the Design Basis Threat
KEY POINT: Exercises are not “win” or “lose” but rather did the Contingency Plan hold up against the DBT and if not, then what improvements are necessary to close any gaps.
The Pro Force or Blue Team should not have any prior knowledge or information on any aspect of the scenarios
The date of the Exercise is typically withheld until T-six weeks to avoid “leaning” or 
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Presenter Notes
Presentation Notes
Scenarios may have to be designed around conventional and radiological safety parameters.
Red Team Adversary capabilities need to be agreed upon by the Regulator and Licensee during initial planning phases and should be within the limits of the States’s DBT
The Regulator may publish an Exercise Manual to clearly identify tasks, responsibilities, timelines, and processes that should be considered for the development, conduct, and evaluation of a security exercise.
This manual may outline equipment, assets, and various methods available to the Red Team based on the States DBT and in cooperation with a Licensee to ensure realism
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Implementation Rules afety & security)

Energie NB Power

A NEW PERSPECTIVE ON OPERATIONAL EXERCISE SAFETY

NUCLEAR SECURITY EXERCISE SAFETY RULES - OPERATIONAL GUIDELINES

1. SEQUESTERED DUTY TEAM OVERSEEING 3. TEAM SANITIZATION & INSPECTIONS

LIVEAMMO  LIVE
EXPLOSIVES

CHAMBER

| CHECKING
MAGS

- USE “NO DUFF”

ONLY FOR ACTUAL, .

: REAL-WORLD : LVE
@ EMERGENCIES o @expmswes

/ o | D i5e

ROLES & RESPONSIBILITIES SAFETY EQUIPMENT RULES OF CONDUCT
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9. EXERCISE CONTROL & PLAYER ROLES
SAFETY WARDENS

Main Gate
Entrance

((‘]’)) 0

COMMUNICATIONS CONTROLLER CAL! !
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Presenter Notes
Presentation Notes
What are the implementation rules, including safety ones?

Safety Wardens- 10 to 20+ depending on scenario incl. red herrings
Briefed separately 
No Duff Situations and Communications 

Controller Course: Pro Force & Adversary Controllers
Comprised of 8 Modules spanning two days
Roles & Responsibilities
Safety
Equipment
Rules of Conduct
Communications
Controller Calls
Includes Controller Call Decision Making Scenarios

Shadow Force (Duty Team)


Evaluation/Corrective Actions

Section 40: RECORDS TO BE KEPT Section 40 (2): provided - security exercise

The licensee must, within 180 days after the day
(a) Outline of (b) Evaluation of (c) Evaluation of (d) Corrective ‘ 1 80 LR on wihich a security exercise is completed, provide to the
Scenario Readiness Actions

B A

Commission a copy of the record for that exercise.

 Section 41 (1): CORRECTIVE ACTION PLAN
(a) Reasons (b) Strategy  (c) Calendar

g —[2

the reasons for  the rationale for  a timetable that
the corrective the phased sets out when
action; approach;  each phase of the
and plan will be
completed.

@Personnel WO Ste Fosce

(b) an evaluation of the readiness of its security per-
sonnel and the off-site response force;

(c) an evaluation of the effectiveness of the elements of
the contingency plan and the nuclear security measures

that were tested; and Section 41 (2): IMPLEMENTATION

The licensee must implement the corrective actions

Gt ; : . 5 and, if they are to be implemented using a phased
(d) a description of any corrective actions that, taking 411): each phase must be completed In accordance with the
the results of those evaluations into account, are Required? timetable set out in the corrective action plan.

necessary. Section 41 (2) - Implementation:

- implementing compensatory measures as
required;

- evaluating the effectiveness of each phase;

- updating the contingency plan and security
Measures as necessary.

Section 41 (3): CORRECTIVE ACTION PLAN TO BE PROVIDED

The licensee must, within 90 days after the day on
‘ 900 Hale which the related security drill or security exercise is
b completed, provide a copy of the corrective action

plan, if any, to the Commission.
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Presenter Notes
Presentation Notes
How do we evaluate results of force-on-force exercises? How do we feedback results into the existing security system?


Questions?
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