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Introduction & Overview

Traditional: One-Time Check

e  BLIND SPOT (3:5 Years)
Hire Date Re-check

Vulnerability: Insider risk can develop undetected between scheduled checks.

Proactive: Continuous Vetting

@ 24/7 Monitoring
o

Start

[
Ongoing

Solution: Real-time alerts for criminal, financial, and behavioral indicators.
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The secure transport of radioactive materials (RAM) is essential
for public safety and national security.

The threat environment has evolved, with increasing risks from
insider threats, radicalization, and financial pressures.

Traditional one-time background checks are no longer sufficient
to ensure ongoing trustworthiness throughout the transport
chain.

Continuous vetting provides a proactive approach by monitoring
personnel over time rather than relying only on checks at hiring.

This approach combines automated monitoring, periodic re-
screening, behavioral observation, and regulatory compliance
verification.

Implementing continuous vetting strengthens security across all
roles: drivers, dispatchers, and security personnel.
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Why Continuous Vetting Matters Now

A Evolving Threat Landscape: Insider threats, radicalization, and
financial exploitation are no longer edge cases but active risks.

D lllusion of Security: Traditional one-time checks leave multi-
year blind spots where employee status may change.

# Regulatory Evolution: Regulations are shifting toward dynamic,
risk-informed oversight that requires real-time assurance.

28 Supply Chain Trust: High-consequence RAM (Category 1 & 2)
requires verified personnel at every node: shipper, carrier, and
receiver.

“* RDD Prevention: Industry and regulators share a core goal:

preventing radiological dispersal devices by securing the human
element.

it Off-Site Visibility: Critical behavioral changes often occur off-
site and remain undetected without continuous monitoring.
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Insider Threat Incidents
Transportation Sector (Trend Analysis)
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Figure 1: lllustrative trend of reported insider threat concerns in high-security
transport sectors (2015-2023)
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What is Continuous Vetting in Transport of RM? A Multi-Layered

Program

Real-time
Criminal
Monitoring

O

Continuous
Vetting
Program

Financial
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Behavioral
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Regulatory Social Med'ia &
Compliance OSINT Review
Checks
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O Periodic Reinvestigation

Every 3-5 Years: A static "snapshot in time." Creates
multi-year blind spots where risk can develop
undetected.

=~ Continuous Vetting

Ongoing (24/7): Automated systems + human
reporting provide near real-time assurance of
trustworthiness.
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Full Personnel Chain Coverage

Critical Roles Requiring Continuous Vetting

£ )

Drivers Dispatchers

Primary control of RAM assets;
sole access during transit
phases.

Knowledge of routes, schedules,
and security protocols.

Vetting Cycle Comparison

20 Y

Armed Escorts Security Officers

Physical access control at
Response force for Category 1 y

shipments; high-trust position.

A 3-5Year Risk

staging and storage facilities.

o
aia

Ops Managers

Full insider knowledge of
security plans and
vulnerabilities.

Gap
Periodic Reinvestigation PY PY
(Traditienal Medel)
24/7
c Monitoring
ontinuous Vetting
(Medern Standard) e e
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@ Check Point @ Unmonitored Period @ Secure Monitoring
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Implementation: Challenges and Solutions

Key Challenges Strategic Solutions
;> Legal Complexity ¥ Early Engagement
_)
Privacy laws and data consent requirements vary by jurisdiction. | build consent into initial employment agreements.
A False Positives 2 Adjudication Protocols
>

Alert fatigue leading to HR disruption and employee distrust. Mandate human review before action; train teams to contextualize

alerts.
& Cultural Resistance = Transparency
Employees may perceive continuous vetting as intrusive > Frame as 'safety culture’; emphasize that monitoring protects
surveillance. employees too.
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How to Start: A Practical Roadmap

Organizations with Point-in-Time Vetting

Conduct Gap Analysis

Review current protocols against Insider Threat
guidance. Identify blind spots and prioritize your highest-
risk positions for immediate program piloting.

Regulators & Inspectors

Demonstrate Programs

Ask licensees to actively demonstrate their continuous
vetting program during inspections. Make it a scored
element of compliance reviews.

Carriers & Brokers

Require Certification

Make continuous vetting certification a contract
condition. Require all RAM shippers and subcontractors
to verify their monitoring standards.

All Stakeholders

Invest in Training

CV programs fail when treated solely as IT projects.
Invest in human judgment, security culture, and
supervisor engagement training.



Lessons Learned: Replicable Practices

Q No Single Indicator is Sufficient #+ Speed is Everything
© Combine criminal, financial, and behavioral © Real-time monitoring is non-negotiable for high-
monitoring data. consequence RAM.
# Adjudication Protocols Must Pre-Exist ¥ Communicate Transparently
© Write and rehearse your playbook BEFORE an alert © Full disclosure to employees supports legal
occurs. defensibility.
i@ Engage Regulators Proactively £ Cost Objections Dissolve
@ Pre-incident relationships make coordination © After one event, the Return on Investment (ROI)
seamless. becomes clear.

$20,000 / vear @ INCALCULABLE rop event)

Continuous Vetting: Practical Application in Radioactive Material Transport



Moving Forward: Your Continuous Vetting Imperative

N\
1. Assess 2. Implement 3. Engage
Conduct a gap analysis of your Launch a continuous vetting pilot Coordinate proactively with your
current vetting program against starting with your highest-risk RAM regulatory body and legal counsel
Insider Threat guidance. positions. early in the process.

"The question is not whether you can afford continuous vetting — it is whether you
can afford NOT to have it.”
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