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What is Avrtificial Intelligence? T

Academic Discipline / Computer Science

= “Artificial Intelligence (Al) is the part of computer science
concerned with designing intelligent computer
systems, that is, systems that exhibit characteristics we
associate with intelligence in human behavior” (Barr
& Feigenbaum, 1981)

= Understanding language
= Learning
= Reasoning

= solving problems

= Scientific Goal: To determine which ideas about
knowledge representation, learning, rule systems, search,
and so on, explain various sorts of real intelligence.

Dartmouth Conference (1956)
* Naming: ,Atrtificial Intelligence”
+ Multi-disciplinary

*  Philosophy (z.B. Descartes, Leibnitz)

* Logic / Mathematics (z.B. Godel) . . i .
Computer Science (z.B. Turing, von Neumann) = Engineering Goal: To solve real world problems using Al

*  Psychology / Cognitive Science (Knowledge representation) techniques such as knOWIedge representation, Iearning,

Biologie / Neuro-Wissenschaften (Konnektivismus, Neural Networks) rule systems, search, etc. 2
«  Evolution (Genetic Programming)
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DEFINITION

ARTIFICIAL INTELLIGENCE

Table 1. Al domains and subdomains constituting one part of the operational definition of Al

Al taxonomy

Al domain Al subdomain

Knowledge representation

Reasoning Automated reasoning

Common sense reasoning

Planning and Scheduling

Planning Searching
Optimisation
Learning Machine learning
Communication Natural language processing
petenntio Computer vision

Audio processing

Multi-agent systems

Integration and

. Robotics and Automation
Interaction

Connected and Automated vehicles

Transversal

Services Al Services
Al Ethics
Philosophy of Al

Ethics and Philosophy

Machine Learning

* Methods which leverage data to improve

performance on some set of tasks
+ Statistical Machine Learning is dominant

Machine Learning

B



Al — AS A HYPE-TERM

Artificial Intelligence ...

. Industry Interpretation

Artificial Intelligence <& Machine Learning < Automation

. Public Administration

Artificial Intelligence < Digitalization New

.. Advertisement

The next Superlative
Smart Intelligent Hype Cycle for Artificial Intelligence, 2020

Expectations

. i Teoughal siopaol Pt of
Trigges Espactations_Disilusionmment Ealighteorment Produciivity

wtisia  GimEmn  @Eemmn  Ammbmime @i ety
gartner.com/SmarterWithGartner

o — Gartner.

Artificial Intelligence s ...

.. apolitical issue
* Hype Term
» Associated with progress, innovation, etc.

.. heavily misused
» Everyone has a best suiting definition of Al
* Advertisement, PR Departments, etc.

. BUT, a promising technology
* Currently delivers impressive results
» Potential application in many areas



DEEP LEARNING REQUIRES DATA

Learning by examples

+ Deep Learning requires a lot of diverse data to recognize the relevant
features of an object.

+ Different dog breeds, car brands, bird species, clothing, etc.

Overfitting
« If amodel "sees" only red cars, it assumes that cars are red.

« If the training data is not diverse enough, it cannot generalize to
"unseen” data ("it does not recognize blue cars")

Problems

» Bias: Annotator's bias, prejudices, stereotypes, etc. are reflected in the
annotation / data sampling process

» Personal Data: Identifying information in text, image, sound.
* = Anonymizing data, synthetic data

» Ethical implications: What data may be used (e.g., skin color, religion,
sexual orientation, consumer behavior, etc.)?

* = Ethics guidelines, legal guidelines

PR A
EEESRLS AN E

B B L ) A E T
ST
dELEEES S




DATA SCIENCE

Science in dealing with data / handling data

= ,Data Science” originates in the 1960s

=  importance of statistical data analysis for an understanding of data was foreseen in

an article! in 1962

= Gained increased importance with ,Big Data“

= Focus:
= Not on the data itself
= rather on the way in which the data is
= processed, prepared, analysed
= translated into decisions
= Data science is concerned with

= purpose-oriented data analysis

= systematic generation of decision-making aids, tools and bases

= to achieve competitive advantages

Conceptual Framework Introduction to Data
Data Collection Data Discovery and Collection
Evaluating and Ensuring Quality of Data and Sources
Data Management Data Organization
Data Manipulation
Data Conversion
Metadata Creation and Use
Data Curation, Security and Re-lUse
Data Preservation
Data Evaluation Data Tools
Basic Data Analytics
Data Interpretation (Understanding Data)
Identifying Problems Using
Data Visualization
Presenting Data (Verbally)
Data Driven Decisions Making (DDDM)
Data Application Critical Thinking
Data Culture
Data Ethics
Data Citation
Data Sharing
Evaluating Decisions based on Data

Abbildung 1: Data-Literacy-Kompetenzen nach Ridsdale et al.



Al PROJECTS
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Software Engineering for
Al projects ...

.. Requirements Engineering
* Complex
* runaway expectations

.. SW Architecture
* Wide, complex and relative new field
» Best practices not yet widely incorporated into teaching

.. SW Management Process
» Best practices not yet widely incorporated into teaching

.. SW Maintenance
» Slow and difficult debugging



Al PROJECTS

SARLKERG ONLIN TN EMSEN  HIGRSPIED WEEMAIL VOLMORIL IO INMO AUTO ANZRIOER | RMMELDEM
VOL'AT Home Gemeinde TIPPgeben News SportUVE Service Frefzaft

... Al Systems Risk Management
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multiple inter-disciplenary
impacts

Competences often not
covered by executing

institutions (especially KMUSs)

Knowledge about Al System
management requirements not
consolidated (AT, EU)

+ > difficult to estimate
vendor/outcome reliability

* Impact on society

High to very high, e.g.
+ violation of personal rights

o T personel defining
classification systems ->
becomes new reality/truth

* Loss of trust in promising
technology

AI I AUSTRIAN INSTITUTE
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Impact on personal lifes
+ High to very high

+ E.g., damaged
credits not granted

reputation,

Impact on hosting company
* High

+ High visibility

» Damaged reputation

+ Legal consequences

Impact on developing company
* High
+ Damaged reputation

* Loss of funding, future
comissioning

 Legal consequences
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Disinformation Detection Research @ AIT

Projects

RAPID
&

» Analysis of social media channels

&L brecnon ‘
D%G»sss « With regard to Hate Speech and
Eg;:‘, L Extremist content

a:m « Approaches to fight Infodemic

- (support in coping with information

overload)

+ Hate Speech and Toxic Content
Analysis (e.g., Sexism, toxicity,
discrimination)

« Extremist Content Analysis (e.g.,
political, religious, criminal

Study on Desinformation

Detection

+ Overview of technological options
to counter desinformation

* First Tech-Pilot

2022
2021

| il " German-Austrian
| | Digital Media
! [ - Observatory
. . FFo b
e]‘al5|f-c1| Apras F GADMO .
» Developed a large Media-Forensics Toolbox | German-Austrian Digital Media
e Audio-Visual forensics to facilitate Fact Observatory

Checking

* Audio Tampering Detection

» Image/Video manipulation Detection

» Deep Fake Detection

» Text content analysis (e.g., writing/reporting
style, fact claiming, propaganda)

e Detecting and analysing
disinformation campaigns

s support mainstream and local media
and public authorities in exposing
harmful disinformation campaigns

» Organising media literacy activities at
national or multinational level

STARLIGHT ™

» Easy deployable Tools for LEAs
* Image manipulation Detection
» Text Content Analysis

AI I AUSTRIAN INSTITUTE
OF TECH

TOMORROW TODAY

JBFFo

KIHAS
DESNGT
+ Network / Graph Analytics of
Disinformation Networks
¢ Focus on Trustworthyness
+ Focus on presentation and
interaction
+ Improve quality of Al models

DEFAME FAKES

/@ AS SFFe

« Detection and analysis of deepfakes.

& o » Concept for real-time deepfake
detection.

* Digital image and video dataset.

» |dentification and Analysis of Hybrid Threats
s Large Scale Desinformation Trend Analysis

= High Performance Machine Learning Stacks
» Detection of Narratives

» Improved Infodemic support

Anas

» Cross-modal content analysis.
 Context analysis using open-source
data.

JBFFS

« Partially automated software tool.

» GSK and legal analysis of regulation.

* National implementation of
Deepfakes Action Plan.
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Visual Signals for the detection of Disinformation Text Content Assement / Evaluation

,
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Popalistic ot Is written in 3, listic 2 itten in caps,
many exclamation marks: "this CANNOT be donel 11"

Polarizstion Article ks written in a polarized way (i.. ftis the extent 1o which
opinions on an (ssue are opposed, and the process by which this

osiion Increases over tine
o ) Analyse Ergebiis

Exaggeration Articie/Tapic is reprosented as it is samething a better or worse .
it ST—
Subjective Text is written in a subjective way (opinion of the suthor] rather

than joumalistic.

Humoristic The article uses humor a5 a writing-style.

[re———

p—
put image predetes P Analyse Ergebris o 0

Bitd-Informationen Text Content Assessment / Evaluation

Coverage of a wide range of semantic concepts

Decoded etabttututalitiomtngutMerie png o size 684, 392, 3) ke 113 seconds

veage tngut) | L Tedicton Hask (o)

Recognised contents [r— Domain Catogory Examples

Hate speech Haired against groups or mdiidusis Mutti-ing gucnmu::s Yes /o
iscussion forums.

Extremism Extremist confent German Sacial networks Right-, Left-, Rebigious- or Singie-lssue
Article Exiremesn

— Reverse-lmage Search Toaxicity Toxic, offensive comlent, comments, hatefid  German Socisl networks Yes /o
— Image Geo-Location Estimation P p——— E—— Mg Socis e Yoz 1Ho

Appealing contents Appesling, positve, dscussion-promobing, German Socwsl networks. Yes | Mo

—  Fake-Face-Detector iguago Aack
. . Sentimentality Santiment, feeling, emotion German Adticle Positve, Negatie
- Image ManIpU|at|0n DetECtor Report style FReport stye of an arficle Garman Article Conspiracy theary, clickbait
‘Writing style Wriing stylé of an ancie GarTman Astich Polarse. exaggerate
Discrimination Is @ statement discriminatory? Garman Social networks Emnicity, social status.
Relevance to criminal law 15 a statemant cnminal? Garmian Socl networks Incitament, insull

Sexism Various categories of sexism Engish Sacial networks Misogyny, Sexual Vioience
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RAIDAR

Rapid Artificial Intelligence based Detection of Aggressive or Radical content on the Web

Research project financed by the security-research program KIRAS by the Ministry of Finance in Austria

RAPID

Timeline: October 2021 — September 2023 ch
L erecron
OF
Topics: Hate Speech Detection, Extremism, Radicalization, Artificial Intelligence eﬁﬁmss'“
CoNTENT
E?SE

Coordination: AIT, Alexander Schindler (alexander.schindler@ait.ac.at)
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CONTENT ASSESSMENT /
EVALUATION

Questions:
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How are these discussions conducted?
& How much hate speech?

& How much extremism?

& What kind of extremism?

N
NS e

Aggregation / Summarization of Machine
Learning results

Trend / Time series Analysis
Graph Analytics
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VISUAL EXPLORATION

N
N

N
N

A
NS

Task:

f

& Group similar content together

x

& Visualize content similarities

Objective:

x

&> Assistance in
identifying/distinguishing between
relevant and irrelevant content

& Content overview/understanding

Method:

I

& Content Embeddings

f

& E.g., text-, image-, audio-
embeddings

& Graph Embeddings

f

& Projections

I

& E.g., t-sne, umap

Emoticons only Cluster
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Dissemination of excerpts from the
German Reich Act of 1871




"= Bundesministerium
Finanzen ﬂ'fj_nf\:c‘f '$ FF,,,G
AI I AUSTRIAN INSTITUTE
OF TECHNOLOGY

TOMORROW TODAY

HYBRIS

Hybride Bedrohungs-Resilienz durch Interdisziplindre Zusammenarbeit der Sicherheitsbehdrden

Research project financed by the security-research program KIRAS by the Ministry of Finance in Austria

Timeline: January 2023 — December 2024

Topics: Disinformation Detection, Hybrid Threats, Artificial Intelligence .. °c,°‘°°«%' ) .: > _9—8
Coordination: AIT, Alexander Schindler (alexander.schindler@ait.ac.at) & Mina Schiitz HYB R I S
na\: oo:go ° ::
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Information Nutrition Labels

= Automatic Detection of Disinformation Using Al Models

« Assessment of over 50 features.

« Detection of correlations and themes.

Reporting Propaganda
Style & Conspiracy
Hate Speech

Writing Style
SUEININN

: Toxicity
Sentiment &
Emotions
Legal Types of

Relevance Discrimination

17
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Situational Awareness

M. Schiitz
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Threat Estimation & Narrative Detection

Taxonomie

Election fraud analysis
= D Electoral fraud
~ [ Electorate manipulation
Artificial migration or party membership
Disenfranchisement

Division of oppesition support

Nachrichten

<

00000

Voter intimidation
Voter disinformation
[ vote buying
~ O Voting process and results
Misleading or confusing ballot papers
Ballot stuffing
Misrecording of votes
Misuse of proxy votes
Destruction or invalidation of ballots
Tampering with electronic voting systems
Voter impersonation
Postal ballot fraud

O00000COo

ﬁffﬂﬂ*

B

T~~~

Disenfranc
hisement

Voter
intimidation

Vote
buying

ﬁ

Story-Card

Title: <LLM generated accumulated Title>

Key-Claims:

1. <LLM extracted key-caim>
2. <LLM extracted key-caim>
3. <LLM extracted key-caim>
4. <LLM extracted key-caim>
5. <LLM extracted key-caim>

Narratives:
- Central Narrative:
- Further Narrative
Predjudice:

- Antisemitism
- Anti-Feminism

Indicators:

- Incitement of Volence
- Economic Implications
- Medical Implications

~N

Num. Articles: 35
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Thank you'!

Mina Schitz

Data Science & Atrtificial Intelligence
Center for Digital Safety & Security
mina.schuetz@ait.ac.at | www.ait.ac.at
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