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Goals

Data fusion
What is it?

Artificial intelligence-driven data fusion
Why data fusion?
What are the vulnerabilities introduced?
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1. What is data fusion?
biscovering and exploiting

complex relationships among
data collected by multiple

Sensors 5 R
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+/ Rad material present

Q Data collection Data processing
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Data fusion Decision algorithm

X Rad material not present

Data collection Data processing




Poll Question:

What types of sensors do you
regularly use for physical
protection?
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Video cameras
Badge readers
Infrared cameras
Radiation detectors
Seismic sensors
Infrasound sensors
Proximity sensors
Light sensors
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Poll Question:

What types of sensors do you
regularly use for physical
protection?

Are data from these sensors
ever combined?
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Video cameras
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Radiation detectors
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No
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Seismic sensors
Infrasound sensors
Proximity sensors
Light sensors



Poll Question:

What types of sensors do you
regularly use for physical
protection?
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Seismic sensors
Infrasound sensors
Proximity sensors
Light sensors

Can we change the performance of protection systems
by combining data from multiple sensors?



NS4

National Ni urity Admi) ation

What would we want to use data fusion for?
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Which of these Is a threat?

e Q: What type of information
would you need to make this
determination?




Which of these Is a threat?

e Q: What type of information
would you need to make this
determination?
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Which of these Is a threat?

e Q: What type of information
would you need to make this
determination?

Radiation
detection
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detection

Facial
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How do we use data fusion?
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What is a data fusion system?

1. Sensors produce data
2. Data processors produce features
3. Decision algorithms produce labels

1. SENSING 2. PROCESSING 3. DECISION

Q Data collection Data processing v Rad material present
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1
T
“ Data fusion Decision algorithm
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Data collection

Data processing X Rad material not present
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What is driving data fusion?

 Lighter, less expensive, more portable sensors
e Smaller computing systems
e Larger computing power

What are the added challenges?

e System maintenance
e System security
 Verification and Validation
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2. How can data fusion
alter the performance
of a protection system
or decision support
system?
Improves confidence and

Multimodal fusion derives a complex conclusion about the scene

seismic &
acoustic

sensitive to same events

resilience
Enables sophisticated

industrial sources

, nearby g
sources, 11Ar
- Special nuclear material, Vehicles containing
CO n C u S I 0 n S neutron sources special nuclear materials
nal
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Data fusion can ...
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Data fusion can

e Build in redundancies

Working from Home

18



W' NS NYSE,

International Nuclear Security urity A .
~w~ Reducing Risk of Nuclear Terrorism Yy

Data fusion can ... Multiview

e Build in redundancies

Working from Home
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Data fusion can ... Multiview

e Build in redundancies

Working from Home

Improves confidence and resilience in decision-making capabilities 20
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Data fusion can

 Build in redundancies
* Handle large amounts of different types of data

Numerical data Categorical data Image data

Data fusion system

»
Predictions
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Data fusion can Multimodal

e Build in redundancies
Camera

« Handle different types of data

Radiation
detection

Numerical data Categorical data Image data

Data fusion system

»
Predictions

Facial
recognition
and database
match
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Data fusion can Multimodal

e Build in redundancies
Camera

* Handle large amounts of different types of data when enabled
by Al

Radiation
detection

Numerical data Categorical data Image data

Data fusion system

»
Predictions

Facial
recognition
and database
match
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Data fusion can Multimodal

e Build in redundancies
Camera

* Handle large amounts of different types of data when enabled
by Al

Radiation
detection

Numerical data Categorical data Image data

Data fusion system

»
Predictions

Improves complexity in derived decisions

Facial
recognition
and database
match
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Data fusion can draw sophisticated solutions

Manually Designed Fusion
AND Truth Table

Q.
"E Decision Decision
O o (rad shipment (rad shipment
0 zZ not present) not present)
2 X
g X
cC
je Decision Decision
E » (rad shipment (rad shipment
2 g_-’ present) not present)
©
T v X
o

Yes No

Object Present?

Relies on experts to

encode decision rules
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Radiation Present?
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Manually Designed Fusion
AND Truth Table

Decision Decision
o (rad shipment (rad shipment
Z not present) not present)
Decision Decision
) (rad shipment (rad shipment
f_-’ present) not present)
Yes No

Object Present?

Relies on experts to
encode decision rules

Data fusion can draw sophisticated solutions

Al-Based Fusion

Video Analysis
Output & Features
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> 1147 . Fused Decision &
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Sis
Output & Features

Complex relationships are
learned
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« Ubiquity of sensors and widespread
computing power make Al-driven data fusion
possible

e Fusion systems may be designed to be more
robust than single-sensor systems and draw
more complex conclusions about the scene

Summary
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Questions
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