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Nuclear Security Risk Assessment

= Risk Is the potential for an unwanted outcome resulting from a nuclear security event
as determined by its likelihood and the associated conseguences (NSS No. 24-G).

= Risk s a function of the Threat, the Vulnerabilities, and the Consequences
= [tis common practice to assume that threats will materialize at some time and result in an attack

(Pattack — 1)

= Threat
= A person or group of persons with motivation, intention and capabllity to commit a malicious act
(NSS No. 13)

= Vulnerability

= A physical feature or operational attribute that renders an entity, asset, system, network, facility,
activity or geographic area open to exploitation or susceptible to a given threat (NSS No. 24-G)

= Consequences
= Potential negative impacts on people, property and the environment resulting from a nuclear
security event

https://www.wins.org/document/2-6-assessing-and-communicating-nuclear-security-threats/
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Nuclear Security Threat Attack Vectors
= Attack/Sabotage = Theft (for subsequent attack)

NFK: Nuclear Faclility Kinetic SND/BND: Stolen/Bought IND: Improvised Nuclear Device
|/ NUCIe al DeV|Ce GUN-TYPE BOMB, SHOWING HOW CONVENTIONAL EXPLOSIVES WOULD

PROPEL ONE PIECE OF HIGHLY ENRICHED URANIUM (HEU)
INTO ANOTHER TO SET OFF THE CHAIN REACTION

W54 Special Atomic Demolition Munition

Propellant Active Material
(Each Two-Thirds Critical)
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NFC: Nuclear Faclility Cyber RDD: Radiological Dispersal Device
(primary or enabling) ) B — (“Dirty Bomb”)
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Nuclear Security Risk Assessment

Threat X Vulnerability X Consequence = RISk
| | | \
| | | | | | |
Intent  Capabillity P attack (1-P,) People Property Environment Potential Annual Cost
= RiIsk

= The potential for an unwanted outcome resulting from a nuclear security event as
determined by its likelihood and the associated consequences.

= Risk is a function of the Threat, the Vulnerabllities, and the Consequences.

= Risk Assessment

= The overall process of systematically identifying, estimating, analysing and
evaluating risk for the purpose of informing priorities, developing or comparing
courses of action, and informing decision making.

Risk Informed Approach for Nuclear Security Measures for Nuclear and Other Radioactive Material out of Regulatory Control, Implementing Guide, IAEA
Nuclear Security Series No. 24-G

Developing a National Framework for Managing the Response to Nuclear Security Events, Implementing Guide, IAEA Nuclear Security Series No. 37-G
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Nuclear Security Risk Assessment

Threat X Vulnerability X Consequence = RISk
| | | \
| | | | | | |
Intent  Capability P attack (1-P.) People Property Environment Potential Annual Cost
Assume a DBT and P,...=1 PI,D S Prevent Unacceptable Consequences
A
( )

Detect Delay Respond

Pp P, Py
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Nuclear Security Risk Assessment

Thrleat X Vulnerlability X Consefr‘]uence — Ri\Sk
| | | | | | |

Intent  Capability P attack (1-P.) People Property Environment Potential Annual Cost
Assume a DBT and P,.=1 PI,D S Prevent Unacceptable Consequences
A
( )

Detect Delay Respond
I:)D I:)I I:)N

= Design Basis Threat (DBT) - The attributes and characteristics of potential insider and/or external adversaries who might
attempt unauthorized removal or sabotage, against which a physical protection system is designed and evaluated.

Implementing Guide

Maximum Threat Capabilities againsf whidh Protection will be Reasonably Ensured

National Nuclear Security [ X S tlate Simulation of tank attack via main entrance to Zaporizhzhia NPP, similar to
Threat Assessment, ¢ o Russia attack 03Mar2022.
Design Basis Threats and _ | I  Responsibility
Representative Threat e ——————__ Design|Basis Threat , _ __ __ | __
Statements
Force-on-Force (FoF) exercise with security guards at the FirstEnergy Davis-
Operator Besse reactor near Toledo, OH train with laser weapons simulators.
Responsibility

Protesters demonstrate against atomic energy in front of the nuclear plant in
Biblis, western Germany, on April 29, 2006, on the 20th anniversary of the
Chernobyl nuclear plant accident. Thomas Lohnes/DDP/AFP VIA Getty Images

Low Threat Capabilities
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Design and Evaluation Process Outline (DEPO) and
Security-by-Design (SeBD)

_ Regulatory Requirements
Define PPS Facility Characterization
Final PPS Requirements Target Identification

. . 7 Design Basis Threat
Define PPS : Evaluate Design
>*Design PPS > pPS &
Requirements ‘ 5 [ L
introduction to DEPO Physical Protection Systems Evalupa;:jun of Red esign Safety and Emergency Evacuation
| PPS Operationa Fire Containment
Facility | | \ Adversary Sequence Considerations Access for Maintenance
Characterization/ . Diagrams -
Target Identification Detection DE'EY Response . . —
| | | Single Path Analysis
Intro. to Intrusion Detection  Active Dela
Hypothetical Facility Systems y Re?pnnse Multi Path Analysis
I Equipment Detection
Entry Control Passive Delay e . . i . e
Neutralization Analysis design PPS
Threat Definition y e s Delay
Contraband . . Response
Risk Management/ Detection Scenario Analysis ‘
Regulatory ) |
Requirements Alarm Assessment Tabletop Analysis g
e
Insider Analysis Patn Analysis . ’ I :
Alarm Communication — Force-on-Force Analysis P Redesign
and Display Transportation ¥
Security
| i
Performance Testing ~ .
PPS Design PPS Implementation
<
| | | Modified DEPO Methodology for Security-by-Design. “U.S. Domestic Sodium
Design Evaluation Process Outline (DEPO) Methodology developed Fast Reactor: Security-by-Design.” Evans, A. Sandia National
by Sandia National Laboratories. Laboratories. SAND2023-09146R
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Nuclear Security Risk Assessment

Thrleat X Vulnerlability X Conseclquence = Ri\Sk
| | | | | | |

Intent  Capabllity P attack (1-P,) People Property Environment Potential Annual Cost
Assume a DBT and P, =1 PF,’ S Prevent Unacceptable Consequences
A
( \

Detect Delay Respond

Pp P, Py

{1} Responder_1-B[Lencir 502: Guard with Rifl]
3[Lengir 501: Guard Designated Marksman]
4[Lenegir 301: Guard Designated Marksman]

{2) Responder_1-A[Lencir S02: Guard with Rifle]

{3) Responder_1-C[Lencir 502: Guard with Rifl]
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J. Raines, M. Zerphy, C. (Yeager) Eveland, and P.

Zahnle, “AVERT 4 Universities (A4U) Program Support

to The Pennsylvania State University,” in Proceedings of

the INMM & ESARDA Joint Annual Meeting (2021),

https://resources.inmm.org/system/files/annual_meeting
proceedings/a359.pdf.
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Nuclear Security Risk Assessment

Threat X Vulnerability X Consequence = RISk
| | | \
| | | | | | |
Intent  Capability P attack (1-P.) People Property Environment Potential Annual Cost
Assume a DBT and P, =1 PI,D S Prevent Unacceptable Consequences
A
( )

Detect Delay Respond

C G O

>

Forceon Force Begin First Target Er:1d
Model Attack Sabotage Attack

| | | A

Time to @ -~ Time to
Flex Deployment . Core Damage

Nuclear Plant Timeline

1
i

FLEX procedure Start Ass:ess Assessment Mitigation _
in EMRALD Preparation  Damage Decision e e A\ccident Management
= Safe Shutdown

= Figure 9. FOF-FLEX integration framework using AVERT-PS and EMRALD

= Christian, Robby, Yadav, Vaibhav, St Germain, Shawn W, Weathersby, John H, and Prescott, Steven R. 2020. "Methodology and Application
of Physical Security Effectiveness Based on Dynamic Force-on-Force Modeling". United States. https://www.osti.gov/serviets/purl/1670433.
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Nuclear Security Risk Assessment

Threat X Vulnerability X Consequence = RISk
| | |
| | | | | | | \
Intent  Capability P attack (1-P.) People Property Environment Potential Annual Cost
Assume a DBT and P, =1 PI,D S Prevent Unacceptable Consequences
\ I \ l
1 1 ) A \
Al could enable Al can enable Detect Delay Respond
consideration of a real-time 1&W.
range of potential Pp P, Py
threats.

System Simulation

Excellent Al .WOI‘k In this e o Forcs |
area — Al to integrate e SCRIBE3D @

Into PPS mod/sim. . /H/_F/'?T

Plant response

e CAFTA PRA
25

e Thermal-hydraulics

i - s

\_
Digital Twin of Site Automate import and configuration (topography, site, and plant)
Agents (Guards and Adversaries) | Analyze and recommend (e.g., Guard placement, armament, ROE, etc.)
Algorithms Algorithms (enhanced agent advanced behaviors) < !
Library Library (add new items and analyze parameters) .
Results Data and Reports Results Data and Reports (analysis and optimization feedbacﬁ
Reactor Simulator Integration and analysis of new designs (e.g., microreactor)
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Threat X Vulnerability X Consethuence = Risk

portunities for Al Support to PPS Mod/Sim = e e |

People Property Environment Potential Annual Cost
Assume a DBT and Ppy,q=1 |

Prevent Unacceptable Consequences

Al Tools Applied to Proven FoF Mod/Sim Tools e DL':’

Configuration
e DBT

o Adversaries
e Targets
e PPS

Results Data Data Export
and Reports EEmr—mme

Digital Twin
of Site
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Update Simulation dentify
Update Digital Twin, DT Configuration in Parameters and Run Optimization
Mod/Sim Tool, and PPS Configuration. Opportunities for AN alyze

Re-Design
Al Toolbox

Human Analysts

PennState

Ken and Mary Alice Lindquist Department of Nuclear Engineering College of Engineering




Microreactor Deployment Lifecycle Risk Assessment

= At least 20 separate physical security analyses for this example.
= Compounded by variety of MR designs, site configurations, deployment types/locations

Delivery Transport

) Sy 9 Arrival
Unload

as el
R -

Site  |Decommission
Load

' Load ’ T D e p a rt ure

Return Transport
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Microreactor Deployment Lifecycle Risk Assessment

= Delivery transport could involve MR with fresh or irradiated fuel.
= Spent MR remains on site while ‘new’ MR is delivered for continuous site operations.

Delivery Transport

e iy 5 Arriva
Unload

Challenge Al Opportunity

Unforeseen transport route Apply Al adaptive logistics
Infrastructure failure (e.qg., contingency planning and
bridge collapse) or increased | real-time operational

threat (e.qg., tip or suspicious | direction to update transport
activity) requiring immediate | route and/or timing.

update of risk analysis to
determine new route.

- v

Return Transport
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Microreactor Deployment Lifecycle Risk Assessment

= Deployment at-scale with many MR designs deployed to a variety of locations for a range of uses
requires the ability to perform many risk assessments quickly for regulatory review/approval.

Delivery Transport
Unload I ||||IIII|T Unload .
—i) % ——n) Arrival
oad Load
| Unload
Challenge Al Opportunity
Each deployment location Advances in Al application in
unique with various site the architecture, engineering, Test
types and layouts. and construction (AEC) i
= Urban " Above grade | oo o could be integrated
= Suburban = Below grade _ _ T _
« Desert = Integrated production and modification
. IAKC“% y :_rl‘dus_tt"% to evaluate and optimize
e [slan « Hospita . . . Vil .
. Costal . Base sites and their selection for Decommission

many potential locations.
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Microreactor Deployment Lifecycle Risk Assessment

=  Minimize security costs throughout a wide range of deployment variables.

Delivery Transport
Unload ' %T! Unload ' Arrival
Unload

Challenge Al Opportunity

Minimize impact of security Al for real-time indications
costs, particularly personnel, | and warning (1&W) to
while demonstrating high achieve extended time and
assurance of PPS range of detection, enabling
effectl\_/gness to regulatory security posture adjustments
authorities. The extreme . .

consistent with current threat

S Tactary | ranges of potential
Factory dep?oymerﬁ)t ocations. urban. | €nvironment and additional RS
remote, introduce significant | Preparation and time for : Site "~ |Decommission
challenges. offsite response.
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Applying Al to Nuclear Security Risk Assessment

= There are many opportunities to apply Al across all variables of nuclear security risk assessment.

= Al support to existing, proven methodologies and tools can:
= Enable more comprehensive risk assessments
= Analysis across the full range of risk variables
= Reduced the time to perform analyses
= Particularly helpful to support:
= Advanced reactor deployments at-scale
= Rapidly evolving security situations such as armed conflict
= Discovery of previously unseen vulnerabilities and opportunities
= Keep pace with evolving technologies (threat, response, and new designs)
= Maintain ability of regulatory authorities to review and approve security plans
= Mitigate Al ‘black box’ concerns

= Successful Al support to analysis in other disciplines and industries can be applied.
= Security of iInformation must be maintained.

= |n most cases, Al tools should independently operate on host systems.
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Questions for Discussion

= Where does Al benefit security risk assessments the most?

= \What are the reqgulatory considerations for using Al In security
riIsk assessments?

= Can artificial intelligence provide better inputs for analyzing
nuclear security risk than traditional methods?
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