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• Psychologist & Social Engineer

• Trainer & Consultant for Cyber Risk GmbH on the Human 

Element of Security

• Corporate & HVT Vulnerability Assessments based on OSINT

• Open-source intelligence investigations & trainings

• Executive Board Member of the OSINT Curious project
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Physical Security: What Do Threat Actors Look For?
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Threat actors may:

1. Breach the security of an organization with the intention of causing technical failures and plan an 

unauthorized access scenario.

2. Will perform reconnaissance to learn how to move around in that area & pair it with a social 

engineering scenario that will give them authorized access.



Physical Reconnaissance (OSINT) Looks Into…
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EXTERIOR:

❑ The location of the main entrance and its overall construction.

❑ The pathway/surroundings leading to the main entrance.

❑ Hidden entrances, especially at the back of the building along with the surroundings. Are there 

any doors that seem to be used by service personnel alone?

❑ External areas where employees seem to hang out.

❑ Type of fencing.

❑ Potential security/guard posts.

❑ Parking lots & how they connect to the main building.

❑ Surveillance & security technology placement (sometimes these are very visible).



Examples:
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Physical Reconnaissance (OSINT) Example
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(Germany) - Nuclear Power Plant

Google Maps Satellite View

MAIN
ENTRANCE

(Street view)



Physical Reconnaissance (OSINT) Looks Into…
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Example: (German) Nuclear Power Plant

Mapillary.com
• Images from 2023

• Type of entrance

• Type of fencing

• Employee (?) cars & a service provider car



Physical Reconnaissance (OSINT) Looks Into…
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INTERIOR:

❑ The entryway:  what is the admission process?

❑ General layout. (Important to familiarize oneself prior 

to entering)

❑ Types of doors & locks within the building

❑ Locations of stairs and exits.

❑ Emergency hiding areas.

❑ …etc.

Type of Security Badge
Security Door/ 

Main entrance



Physical Reconnaissance (OSINT) Looks Into…
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INTERIOR:
Unlocked Key box at specific location

Operating System: Windows
Main Browser: Google Chrome



OSINT Resources That Have Been Used Until Now
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1. Personal Skill & Manual Research

2. Automated Tools

BUT!

• It takes a lot of time

• It requires skilled OSINTers

• You deal with vast amounts of data

• Organizing the data can be a challenge

• ...and more

Your Adversaries 
Use Them Too



Open Source Intelligence & Artificial Intelligence
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Source: https://www.ncsc.gov.uk/report/impact-of-ai-on-cyber-threat



Generative Artificial Intelligence for OSINT 
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1. Examines large volumes of data from 

diverse streams (magnitude & diversity)

2. Good image & video analysis

3. Fairly good inference generation & logic

4. Fast data filtering, interpretation & 

organization

….Scalability & automation → “Shortcuts”

(it is still in early stages)



Generative Artificial Intelligence for OSINT 
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Does AI amplify threat actor capabilities?

Does it help them understand the physical  security measures of nuclear facilities?



Example: Nuclear Power Plant 
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Bird’s eye view.



Example: Nuclear Power Plant
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What if we need to get specific?



Example: Nuclear Power Plant
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Example: Nuclear Power Plant
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Example: Nuclear Power Plant
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Asking for Guidance & recommendations to 
conduct OSINT research…



Example: Nuclear Power Plant
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Asking for Guidance & recommendations to 
conduct OSINT research…



However…
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ChatGPT 4

OSINT Techniques



OSINT Techniques
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The Current State
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Capabilities:

✓ Fast answers to specific questions

✓ Good enough descriptions of physical 

security measures (bird’s eye view)

✓ Image analysis

✓ Provides further resources & 

recommendations for OSINT research

✓ Enables you to build custom OSINT tools

✓ Exponential advancements!!

Limitations:

ˣ Occasionally provides false answers that 

sound plausible

ˣ Does not site sources – impossible to verify

ˣ No monitoring on current data

ˣ Trained on “poisoned” data too, including 

disinformation campaigns or other false or 

biased data

At this point, AI cannot generate a defense strategy 

or concise reports with reliable data around security 

issues. It might however, in the future.



Future Developments
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❖ Significant empowerment of existing OSINT tools & monitoring capabilities.

❖ Improved output (answers, sources, etc.)

❖ Image & video generation based on input (mapping…).

❖ We do not know how (or if) some of the limitations will be overcome. Good human analysts 

remain irreplaceable in intelligence work.



What Can WE Do?
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Forensic 

Intelligence

Reactive 

Intelligence

Proactive 

Intelligence

Make your data “AI ready”

(past) (present) (future)

We are here



Recommendations
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• Perform an Open-source Intelligence Assessment on your public data

• Manage your public data before AI trains on them

• Enterprise-wide training on security best practices & using AI responsibly

• Implement hidden security measures / “hide” existing security technology to prevent 

detailed image analysis

• Carefully review the privacy policy of any AI-related technology you decide to implement

• Remember that this technology is still evolving and still comes with plenty of 

weaknesses – but also opportunities
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THERE ARE KNOWN KNOWNS. 
These are things we know that we know. 
There are 

KNOWN UNKNOWNS. 
That is to say, there are things that we know 
we don't know. 
But there are also 

UNKNOWN UNKNOWNS. 
There are things we don't know we don't 
know. 

Donald Rumsfeld



Contact Details:

Christina Lekati

@ChristinaLekati

Christina.Lekati@cyber-risk-gmbh.com

Christina Lekati

Social Engineering Security

Trainer & Consultant

Cyber Risk GmbH

“Knowledge is a weapon. 

I intend to be formidably armed.”

- Terry Goodkind
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