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SASIG is delighted to announce that its 9th Nuclear Sector SASIG and first Nuclear Security Roundtable
will be held in partnership with the Stimson Center and WINS (The World Institute for Nuclear
Security). The topic will be “Nuclear Security - Executive and Corporate Responsibility”.
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Board members and senior executives are required to exercise a “duty of care” in their oversight of
cyber security risk to prevent against foreseeable harm to others. The risk of a "serious cyber attack”
on nuclear power plants around the world is growing. In the legal fallout from a well-planned and
coordinated cyber attack, the public will want to know who is responsible and what facility operators
and corporate leadership could have done to prevent harm. But the legal concepts for a reasonable
standard of care in cyber security are not yet defined. How do we determine whether reasonable care
has been exercised, and whether difficult security spending decisions can be justified to a judge and
jury?

The Nuclear Security Roundtable will explore corporate liability and executive responsibility in the
event of a terrorist cyber incident at a nuclear facility. It will consider a model to demonstrate that
reasonable business judgments have been made. At this international gathering of lawyers, insurers,
regulators and cybersecurity experts we will use applied problem solving techniques to explore
accountability for a terrorist cyberattack at a nuclear facility with various resulting damage scenarios.
Participants will assess insurance coverage and the potential for litigation, and explore the types of
claims that could be made in the wake of a major security incident at a nuclear facility. The outcome
will be a better understanding of risks and potential exposures, to be presented in due course in a
White Paper that will be published and available to all attendees.




Morning

9.30-10:00 Registration, coffee and networking

10:00 Welcome
Martin Smith Chairman and Founder, SASIG
Roger Howsley Executive Director, WINS

10:10 Introduction and Planned Outcomes
Kathryn Rauhut Stimson Center

10:15 Keynote Presentation - An executive perspective on integrating cyber in to the risk
decision-making process
Mark Neate Director, Security and Resilience, Sellafield Ltd

Discussion: What are participants’ concerns?
11:15 Coffee Break

11:30 Scenarios: Potential Claims and Who Could Be Liable
Martin Smith Chairman and Founder, SASIG
e Scenario review, including alternative consequences
(scenario with alternative consequences will be sent to registered participants prior to the
event).
e For each consequence scenario
o Nuclear liability regimes and insurance coverage
o Corporate and personal liabilities

13:00 Lunch & Networki};.g', ......

Afternoon

13:45 Insurance Panel
lan Maciulis Coordinator, Global Nuclear Practice Group, JLT Energy France
Fred Gatte Underwriter, Nuclear Risk Insurers
Georg Pyk Underwriter, Nordic Nuclear Insurers
e Range of consequences
e Nuclear liability regimes and insurance coverage

15:00 Legal Panel
lan Truman Senior Associate, Burges Salmon
Vanessa Jakovich Counsel, Freshfields
e Emerging law in terrorism, negligent security and other legal issues
e Corporate and personal accountability
e Potential criminal prosecutions and civil litigation following a terrorist attack, and the
potential defendants

16:15 Afternoon Tea

16:30 Building a Model for Accountability
Jim Griffiths CISO, Kier Group
Azeem Aleem Director, Advanced Cyber Defense Practice EMEA, RSA, The Security Division of
EMC
e What conduct is reasonable under the circumstances?
e Sources of best practices and standards

Discussion: What more needs to be done?




17:30 Wrap up, lessons learned, recommendations, and interest in future roundtables
Martin Smith, Chairman and Founder, The SASIG

18:00 Cocktails and Informal Discu;s;ion

Where and when?

This free one-day meeting is kindly being hosted by Burges Salmon at 6 New Street Square, London
EC4A 3BF on Tuesday 22nd November 2016. Registration will commence at 9.30am, proceedings will
commence at 10.00am. Closing remarks are scheduled for 18.00pm.

Register to attend

Available places at this important event will be limited to a maximum of 40 delegates. We suggest you
reply promptly if you do wish to attend; this can be done best via the SASIG Website at
www.thesasig.com (if you haven’t done so already you will need to register as a member), or else by
emailing Nadia.Khan@thesecurityco.com or calling +44 1234 707035.

All SASIG events operate under Chatham House Rule and there is no charge to attend. We look forward
to seeing you on the day.

Kind regards,

Martin Smith
Chairman and Founder

About The Security Awareness Special Interest Group (SASIG)

Established in 2004 by Martin Smith MBE FSyl, The Security Awareness Special Interest Group (SASIG) is
a subscription free networking forum organised by The Security Company (International) Limited.
Membership now represents hundreds of organisations of all sizes from across the world and from all
sectors, public and private.

SASIG has established itself as a leading and credible voice of the corporate sector in the great
information assurance and security awareness debate. Its membership is drawn exclusively from CSOs,
CISOs, SIROs, DSOs and their staff with responsibility for security compliance and awareness within
their organisations. SASIG has a members’ website at www.thesasig.com. The Chatham House Rule is
strictly enforced and universally respected at all meetings, and vendors and Press are excluded. Thus
the level of debate is extraordinarily revealing and rewarding.
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